NATIONAL COMMUNICATIONS SYSTEM

[image: image6.emf]@

Hotspot

Backhaul

Premium 

Residential

Service

Business 

Access & 

Backhaul

Multi-point

Backhaul

WiFi

@

Indoor install

2H’05

802.16REVd

WiFi

@

WiFi

@ @

Hotspot

Backhaul

Premium 

Residential

Service

Business 

Access & 

Backhaul

Multi-point

Backhaul

WiFi

@

Indoor install

2H’05

802.16REVd

WiFi

@

WiFi


Route Diversity Project

Wireless Communications Capabilities 
White Paper 

Evaluation of Worldwide Interoperability for Microwave Access (WiMAX) Technology 
in Support of ESF #2 Disaster Response Role

February 2007
Contract Number:  DCA100-01-D-4001

CDRL: A037 DI-MISC-80711A
Prepared for: Technology and Programs Division (N2)

PO Box 4502

Arlington, VA  22204-4502

Prepared by
[image: image2.jpg]Booz | Allen | Hamilton




TABLE OF CONTENTS

1Executive Summary
ES-

11.0
Introduction


12.0
Purpose


13.0
WiMAX Technology


23.1
Introduction to WiMAX


33.2
Functionality


33.2.1 
Access


43.2.2 
Media Access Control and Physical Layers


53.3
WiMAX Network Applications


53.3.1
Voice Communications


63.3.2
Video Communications


63.3.3
Data Services


63.3.4
Backhaul Services


63.4
WiMAX Technical Features


83.5 
WiMAX Advantages and Disadvantages


83.5.1
Advantages of WiMAX


93.5.2
Disadvantages of WiMAX


103.6
Trends


103.6.1
802.16 Standards Development


103.6.2
Vendor Offerings


113.6.3
Ongoing WiMAX Implementations


114.0
Possible Scenarios and Deployment Approaches


124.1
Scenario and Deployment Approach # 1


124.1.1
Scenario #1


124.1.2
Deployment Approach to Scenario #1


144.2
Scenario and Deployment Approach # 2


144.2.1
Scenario #2


154.2.2
Deployment Approach to Scenario #2


165.0
Recommendations


176.0
Next Steps


1Appendix A: Media Access Control and Physical Layers
A-

1Appendix B: WiMAX Technical Features
B-

1Appendix C: Acronyms
C-

1Appendix D: References
D-



Executive Summary

This document evaluates Worldwide Interoperability for Microwave Access (WiMAX) technology and will support Emergency Support Function (ESF) #2 by helping the National Communications System (NCS) accomplish its disaster response role in coordinating the establishment of required temporary National Security/Emergency Preparedness (NS/EP) telecommunications and the restoration of permanent telecommunications.  In addition, as part of the Route Diversity Project (RDP), this paper can help NCS member agencies make educated decisions on appropriate alternative communications infrastructures whenever typical methods of transmission malfunction or experience failure.  The RDP, managed by the NCS, aids NCS member agencies by providing technical and regulatory information to help them increase the resiliency of their telecommunications networks [1].
WiMAX technology presents wireless broadband solutions to quickly establish network connections over a metropolitan area network (MAN).  Primarily used in point-to-multipoint (PMP) mode, WiMAX allows non-line-of-sight (NLOS) wireless connectivity among various WiMAX-enabled customer premise equipment (CPE) (e.g., laptop computers, personal digital assistants [PDA]).  As a result, WiMAX can support numerous communications applications (e.g., voice, video, text, and data services), thereby offering mobility and greater flexibility in communications capabilities.  WiMAX is also capable of supporting backhaul technology, which would link multiple wireless local area networks (WLAN) to significantly extend a wireless footprint.
Government departments and agencies responding to a disaster can use WiMAX technology whenever a rapidly deployable network is necessary to provide temporary backup of communications.  In addition, the long-range and high-speed attributes of WiMAX provide users the flexibility to perform a wide range of low latency applications to ensure higher quality of service, compared with other wireless transport technologies (e.g., Wireless Fidelity [Wi-Fi], cellular) that support lower data rates.  This feature can be an advantage when coordinating emergency operations and route diversity missions. 
As WiMAX becomes more popular and the standard evolves, WiMAX will be able to support new higher bandwidth applications.  For example, the mobile WiMAX standard has just recently been published, and only trial deployments of WiMAX systems have been implemented.  In addition, interoperability between various WiMAX solutions becomes less of an issue as WiMAX certification of vendor products continues to increase.  Finally, WiMAX was initially designed to operate over licensed spectrum; however, vendors are working toward attaining additional unlicensed spectrum to increase interoperability and WiMAX acceptance.  
Incident commanders can apply their WiMAX experience when assessing an emergency situation and selecting a solution to coordinate emergency response missions.  This document can promote understanding of how WiMAX technology and the deployment of such solutions will fulfill disaster communications needs.

1.0
Introduction 
Following the attacks of September 11, 2001, initial reports indicated that telecommunications assets near the impacted areas were either congested or incapacitated, causing users to experience a lack of voice service or intermittent service at best.  This situation generated concern that key federal agencies in Washington, DC, were at risk of losing critical wireline telecommunications services if the infrastructure was damaged or destroyed.  The National Communications System (NCS), tasked by the National Security Council (NSC), addressed this concern by initiating the Backup Dial Tone Project, now known as the Route Diversity Project (RDP).  As a part of this project, the NCS has pursued demonstrations and performance evaluations of several technologies to test and analyze the ability of each to mitigate vulnerabilities found in agency wireline networks and to provide backup communications during emergency situations. 
In the wake of Hurricane Katrina, the NCS, in its role as Emergency Support Function (ESF) #2 lead, was responsible for coordinating restoration of National Security/Emergency Preparedness (NS/EP) telecommunications services and facilities.  Outages in the public switched telephone network (PSTN) pointed out the need for further evaluation of wireless technologies to support alternate means of communications across the impacted geographic areas, not just for a single facility or agency campus. The RDP, in support of ESF #2, is currently preparing white papers on the following wireless technologies: Wireless Fidelity (Wi-Fi), Worldwide Interoperability for Microwave Access (WiMAX), and Wireless Mesh.  These white papers will support network planners in designing and implementing backup means of communications for public and private networks, both in support of day-to-day operations and as a backup during emergency situations. 
This paper focuses on WiMAX.  WiMAX technology provides fixed, portable, or mobile non-line-of-sight (NLOS) wireless broadband access from a base station to a subscriber station.  This capability may provide wide-area network coverage in the event of a wireline network failure.
2.0
Purpose
This Technology Evaluation White Paper documents and analyzes the functionality, applications, and features of WiMAX technology.  The evolution of WiMAX standards and networks are described, as well as how this evolution has allowed for the use of more bandwidth-intensive applications.  The specific features selected for analysis are common to most wireless technologies and allow a common platform for comparison. The paper assesses operational issues, potential deployment scenarios, and current implementations and makes recommendations for the use of WiMAX for backup communications.
3.0
WiMAX Technology

This section provides an overview of WiMAX technology and discusses various aspects, including functionality, WiMAX applications, technical features, advantages and disadvantages of WiMAX, and current trends in the technology.
3.1
Introduction to WiMAX
WiMAX describes the technology based on the Institute of Electrical and Electronic Engineers (IEEE) 802.16 family of standards for metropolitan area networks (MAN).  Originally known as WirelessMAN, the 802.16 standards were labeled WiMAX by the WiMAX Forum, an industry group composed of leading service providers and communications component and equipment companies.  The WiMAX Forum works to promote and certify the compatibility and interoperability of equipment that conforms to the IEEE 802.16 standards, and defines WiMAX as “a standards-based technology enabling the delivery of last mile broadband wireless access (BWA) as an alternative to cable, digital subscriber line (DSL), or T1/E1 service” [2].  

The original 802.16 standard, published in April 2002, specified fixed point-to-multipoint (PMP) broadband wireless systems operating in the 10–66 gigahertz (GHz) licensed spectrum.  The 802.16a amendment added NLOS support for the 2–11 GHz frequency range by using multipath techniques to send and receive a signal.  This amendment was updated in July 2004, with the release of 802.16-2004 (also known as 802.16d), to align the standard with aspects of the European Telecommunications Standards Institute (ETSI) HIPERMAN standard as well as lay down conformance and test specifications.  Finally, WiMAX addressed mobility with the 802.16e extension published in December 2005 [3].  

WiMAX is a rather new technology and is intended to provide line-of-sight (LOS) service coverage of 30 miles from a base station to a subscriber station, or customer premise equipment (CPE), and advertises data rates up to 70 megabits per second (Mbps), with actual rates expected to be about 40 Mbps.  In NLOS environments, the service range will reduce to about 6 miles for fixed and portable access applications [3, 4].  There is enough bandwidth in WiMAX networks to simultaneously support hundreds of businesses with T1 speed connectivity and thousands of residences with DSL speed connectivity.  Furthermore, mobile WiMAX offers better building penetration and improved security measures than fixed WiMAX and is expected to provide 15 Mbps of capacity [4].  
WiMAX is gaining recognition because of its ability to support a wide range of applications, including broadband Internet access, T1/E1 connectivity, Voice over Internet Protocol (VoIP), Internet Protocol Television (IPTV), backhaul for Wi-Fi hotspots and cellular towers, mobile emergency response services, and wireless backhaul as a replacement for fiber optic cable [3].  These capabilities give WiMAX the potential to serve as a reliable backup communications system or to replace a number of existing telecommunications infrastructures.

In addition, WiMAX can be used in conjunction with other emerging wireless technologies, such as Wi-Fi and Mesh Networking, to extend the coverage area of the network and to provide high-speed mobile data and telecommunications services.  For example, WiMAX can be used as a backhaul technology to connect multiple Wi-Fi hotspots with each other and to other parts of the Internet.  It is likely that WiMAX and Wi-Fi will become complementary rather than competing technologies because Wi-Fi is designed for local area networks (LAN), whereas WiMAX is designed for broader MANs.  In the very near future, it is expected that end user devices (e.g., laptops and personal digital assistants [PDA]) will be available that adhere to both the WiMAX and Wi-Fi standards to deliver wireless connectivity capabilities [2].

WiMAX can also be implemented in a wireless mesh network, which is a decentralized, reliable, resilient, and relatively inexpensive type of Internet infrastructure, to provide connectivity to external servers.  Mesh networks consist of several nodes that act as repeaters to transmit data from nearby nodes to users located far away, resulting in networks that span large distances [5].  Table 1 provides a high-level comparison of Wi-Fi, WiMAX, and Wireless Mesh technologies.

Table 1.  High-level Comparison of Emerging Wireless Broadband Technologies [5, 6, 7]
	Technology
	Wi-Fi
	WiMAX
	Wireless Mesh

	 Features
	· Supports WLANs (e.g., indoor, office, campus environment)
· Uses PMP mode, with each client connected to an access point (AP); point-to-point (P2P) mode, with mobile users connected directly to each other

· Can operate in LOS and NLOS situations

· Supports fixed, portable, and mobile communications
	· Supports MANs
· Has P2Pand PMP capabilities

· Can operate in LOS and NLOS situations

· Supports fixed, portable, and mobile communications

· Is typically used as a backhaul to connect multiple Wi-Fi hotspots to external networks
	· Supports peer-to-peer communications, with each mobile user acting as a client and AP
· Is self-organizing, self-healing, and auto-configuring

· Typically uses wireless technologies in the unlicensed band, including Wi-Fi


3.2
Functionality
3.2.1 
Access
WiMAX operates similarly to Wi-Fi technology but at higher speeds, over larger distances, and accommodates more wireless users.  As illustrated in Figure 1, a typical WiMAX system consists of a WiMAX-enabled base station or tower, and a subscriber station or receiver.  WiMAX towers are implemented by service providers and can provide a wireless service footprint as large as 2,500 square miles, similar in concept to cellular communications towers [3, 4].  This capability provides broadband wireless access for users in remote rural areas, which can be difficult to reach with wires used by traditional telephone and cable companies.  Initially, WiMAX receivers and antennas will consist of a small box or Personal Computer Memory Card International Association (PCMCIA) card, and eventually will be developed into portable devices that will be comparable to Wi-Fi-enabled products (e.g., laptops, telephones, PDA) on the market today [3, 4]. 


[image: image3]
Figure 1. Typical WiMAX System [8]
Depending on the scenario, WiMAX towers can be deployed in either P2P or PMP architectures, resulting in variations in throughput based on the number of subscribers.  The WiMAX base station can connect to the network backbone using a high-bandwidth, wired line (e.g., T3 line), or it can connect to another tower using a LOS microwave link, often referred to as backhaul [9].  Using an external antenna, base stations can send and receive high-speed data and voice to/from subscriber equipment, thereby eliminating extensive and expensive wireline infrastructures and providing flexible communications solutions.

By using different frequencies, WiMAX can offer two primary forms of wireless services, LOS and NLOS.  In LOS mode, a fixed dish antenna is pointed directly at the WiMAX base station from a rooftop or window.  The transmissions are stronger and more stable because higher frequencies in the 10–66 GHz range can used, in which case, there is less interference and more bandwidth.  On the other hand, NLOS service uses the 2–11 GHz range (similar to Wi-Fi) to transmit data because lower-wavelength transmissions are subject to fewer disruptions from physical obstructions [10].  This is an improvement from earlier wireless technologies (e.g., local multipoint distribution system [LMDS] and multichannel multipoint distribution system [MMDS]), which were unable to provide NLOS service.

3.2.2 
Media Access Control and Physical Layers
The 802.16 media access control (MAC) layer, which is designed for PMP broadband wireless access, employs a grant-request mechanism to allow users into the network.  A subscriber station initially makes a request to the base station for an uplink slot.  Based on the service-level agreement, the base station decides whether or not to allocate a time slot, which is intended solely for the subscriber station that made the request [11].  
In the physical (PHY) layer, the 802.16 standard devices are capable of supporting long-range wireless communications in NLOS environments at relatively high data rates by using Orthogonal Frequency Division Multiplexing (OFDM) and Orthogonal Frequency Division Multiple Access (OFDMA) technologies.  The ratification of the 802.16e amendment introduced the concept of scalable OFDMA (SOFDMA), which allows bandwidth sizes to vary, ranging from 1.25 and 20 megahertz (MHz) for NLOS operations [12, 13].  Appendix A includes additional detailed information regarding the MAC and PHY layers of WiMAX technology.
3.3
WiMAX Network Applications
WiMAX technology can be used to support various applications that include voice communications, video communications, and data services.  This section describes how WiMAX technology supports these applications.
3.3.1
Voice Communications
Internet telephony, better known as VoIP, is a technology that allows for transport of voice traffic using an Internet Protocol (IP) network infrastructure.  VoIP has come a long way since its inception, with increased voice applications over current Wi-Fi technology.  Recent development of the 802.16x standards provides WiMAX technology as an alternative solution to support carrier-grade voice communications over broadband wireless.  Common VoIP networks consist of the hardware (e.g., call servers, routers, gateways) and software (e.g., voice codecs) enabling the end users to leverage Ethernet over wireless as the transmission medium for telephone calls.  WiMAX VoIP provides an alternative option to the traditional PSTN for conducting voice communications.  While early development of WiMAX created many questions of how WiMAX could effectively support high-quality voice transmissions, advances in voice codecs designed for VoIP over WiMAX have allowed for improved voice quality similar to that experienced in circuit and wired packet-switched telephony. 

The technique of converting analog signals to digital signals is referred to as pulse code modulation (PCM) and requires a four-step process: pulse amplitude modulation (PAM) sampling, companding, quantization, and encoding.  The encoding process is most essential in WiMAX VoIP.  PSTN codecs have traditionally been used to encode analog voice information, such as in cellular systems.  New software developed in the WiMAX VoIP industry uses modified PSTN codecs to provide voice quality that is comparable to that of PSTN voice.  Also, new speech-processing techniques minimize interruption as typically experienced as loss of voice information due to dropped transmitted packets.  
As with Wi-Fi, voice communications can be supported through a PMP configuration or a P2P configuration.  In a PMP environment, a WiMAX VoIP-enabled user device connects to a WiMAX base station to authenticate to a designated VoIP network.  Once associated to the base station and authenticated to the appropriate network, a user can use fixed and high-speed mobile voice communications across enterprise networks, residential broadband networks, or even public/private hotspots.  As WiMAX standards continue to develop, equipment manufacturers will increase the production of WiMAX-enabled VoIP telephones to support access to broadband voice services over wireless media without necessarily requiring direct LOS.  In P2P mode, commercial and private users can use WiMAX as a backhaul medium to transport dedicated voice communications with the comfort of privacy and ensured quality of service.
3.3.2
Video Communications
The developments of digital networking technology have paved the way for many telephone and cable companies to provide converged voice and video services, through IPTV.  Depending on the desired resolution and the applied compression technique (e.g., Moving Picture Experts Group [MPEG]-2, MPEG-4), IPTV applications can require a minimum bandwidth of about 3 Mbps [3].  Internet service providers (ISP), Government service centers, and dispatch centers can use WiMAX to deliver high-quality video streams (e.g., video on demand [VoD]) to numerous mobile users.   In addition, WiMAX can support real-time video teleconferencing (VTC) over long distances with minimal latency [14].
3.3.3
Data Services

WiMAX can provide an alternative “last mile” solution by allowing a tactical user access to disseminate information in a remote and mobile environment.  In the field, WiMAX can aid the incident coordinators by providing mission-critical information in an efficient and timely manner (near real time).  This greatly enhances the tactical decision maker’s communications reach with a hybrid approach—taking advantage of satellite, wired and wireless networks.  WiMAX systems can be set up rapidly, effectively expanding the reach of data networks farther than current wireless networks (e.g., Wi-Fi), while still supporting high-speed mobility. 
3.3.4
Backhaul Services
Traditional backhaul solutions have been regarded as costly methods to send data over long distances.  Solutions that involve hardwire such as Integrated Services Digital Network (ISDN), PSTN, and Ethernet incur high costs to install the required cabling.  Solutions that use cellular and satellite methods can incur high monthly fees from service providers.  WiMAX is a technology that will allow for more cost-effective backhaul capabilities for LOS distances up to about 30 miles [3, 15].  Using WiMAX for backhaul services, users can transport high-bandwidth multimedia data through various environments for many applications, such as described previously.  
WiMAX’s high-speed data capability can support backhaul transport of tactical rebroadcast of unmanned aerial vehicle (UAV) video feeds, live news feeds, and weather imagery from fixed satellite terminals to users such as command and control entities, command centers, law enforcement personnel, and incident responders.

3.4
WiMAX Technical Features
The 802.16-2004 and 802.16e WiMAX specifications have been developed from the IEEE standards committees to provide wireless capabilities that include various technical features, which are common across all WiMAX technologies.  
For 802.16-2004 WiMAX, the IEEE selected the OFDM signaling format because of its NLOS performance, which permits significant equalizer design simplification to support operation in multipath propagation environments.  WiMAX is able to support individual channel rates from 2 Mbps to 30 Mbps, and even up to 70 Mbps.  WiMAX defines interoperable system profiles targeted for common licensed and unlicensed bands used around the world.  This enables 802.16-based equipment to be used in diverse spectrum allocations around the world and provides broadband two-way terrestrial wireless services in both licensed and unlicensed bands from 2–11 GHz and 10–66 GHz [2].  

Quality of Service (QoS) in the 802.16 MAC layer takes one of five forms: unsolicited grant service (UGS), real-time polling service (rtPS), extended real-time polling service (ErtPS), non-real-time polling service (nrtPS), and best effort (BE).  The standard defines service flows for individual connections and service flow classes for groups of connections in order to define QoS levels.  QoS architectures are designed to support the mapping of QoS markings (e.g., Differentiated Services Code Point [DSCP], IPv6 flow labels) to the bandwidth grant-request mechanisms [16, 17, 18].
802.16-2004 also considers optional sub-channelization in the uplink.  This feature is useful when a power-limited device (e.g., laptop) is considered as the subscriber station in an indoor portable or mobile environment [19].  The security sub-layer is part of the MAC layer and addresses authentication, establishment of keys, and encryption.  A security association (SA) defines keys and encryption algorithms for each connection.  The standard defines use of the Data Encryption Standard (DES) and Advanced Encryption Standard (AES).  Depending on link conditions, the radio automatically adjusts the modulation level (i.e., combination of modulation scheme, code rate, and guard interval) in order to optimize performance [6].
802.16e incorporates SOFDMA technology, which uses finer granularity of sub-channelization and offers improved NLOS coverage and mobile performance [4].  802.16e QoS incorporates improved mobility to support the mapping of traditional QoS markings (e.g., DSCP, Multi-Protocol Label Switching [MPLS] flow labels, etc.) to 802.16 scheduling services.  Other QoS features include Energy Savings Mechanisms for Handheld Support.  This feature includes several power savings modes, including sleep mode and listening mode, to save power on handheld, battery-powered devices.  Improved security in 802.16e requires mutual authentication between base station and subscriber station as opposed to the unilateral authentication supported in fixed WiMAX.  802.16e also supports device and user level authentication [4, 12].  Additional information regarding details of each WiMAX technical feature is presented in Appendix B.  Table 2 summarizes WiMAX’s technical features as described above.
Table 2.  Summary of WiMAX’s Technical Features [2, 4, 6, 16, 20]
	Technical Feature
	Primary WiMAX Technology

	
	802.16-2004
	802.16e

	Security 
	DES, AES
	DES, AES

	Frequency Band/

Channel Modulation
	< 11 GHz
OFDM (256 subcarriers), 64 QAM, 16 QAM, QPSK
	< 6 GHz 

SOFDMA/OFDMA (128–2048), QPSK, 16QAM, 64QAM

	Range and Coverage 

(commonly advertised)
	3–5 miles; Maximum range 30 miles based on tower height, antenna gain, transmit power, LOS versus NLOS, etc.
	1–3 miles 

	Data Rate 

(commonly advertised)
	Up to ~30 Mbps at 10 MHz time division duplexing (TDD)
	Up to ~30 Mbps at 10 MHz TDD

	Quality of Service (QoS) 
	Defined service flows and service classes with bandwidth request and grant mechanisms
	Defined service flows and service classes with bandwidth request and grant mechanisms

	Mobility
	Fixed
	Nomadic, regional roaming, mobile

	Channel Bandwidths
	Selectable channel bandwidths between 1.25 and 20 MHz with up to 16 logical sub-channels
	Selectable channel bandwidths between 1.25 and 20 MHz with up to 16 logical sub-channels


3.5 
WiMAX Advantages and Disadvantages
This section discusses the primary advantages and disadvantages associated with WiMAX technology.

3.5.1
Advantages of WiMAX
Network connections based on the WiMAX platform offer many benefits to clients, especially in the areas of ease of deployment and cost.  Currently, service providers can take up to 3 months to provision a T1/E1 network for a business customer; however, service could be provided in a matter of days and at a fraction of the cost with wireless broadband technology [3].  WiMAX technology no longer requires the use of wires to set up a LAN.  Thus, WiMAX networks are easier and quicker to install compared with traditional wired LANs.  This feature can be useful in emergency situations where communications must be established in a short period of time.  Costs related to excess cabling and labor are also significantly reduced with the use of WiMAX.  
In addition, WiMAX technology is standards based and offers wider coverage and higher capacity, thereby providing greater flexibility in available communications services.  Where Wi-Fi technology typically offers service coverage within smaller footprint environments (e.g., office, conference hall, small campus), WiMAX technology extends service to broader metropolitan areas (e.g., city-wide), with each WiMAX device capable of providing greater coverage compared with Wi-Fi devices.  This is made possible with advanced techniques such as beam-forming and multiple-input, multiple-output (MIMO) technology, which improve NLOS performance.  This capability offers users situated in locations not accessible by wires with an alternative method for easily connecting to a nearby network.  WiMAX also provides for higher capacities in the areas of data rates and actual throughputs with flexible channel bandwidths, which is important for latency sensitive services such as voice and video.  Moreover, a standards-based technology means greater interoperability.  Interoperable equipment lets users purchase WiMAX Certified equipment from more than one vendor without worrying about compliance issues [3, 4].
Now that WiMAX is capable of supporting mobile access, users possessing portable WiMAX devices can stay attached to the wireless network while roaming.  The fact that WiMAX supports mobility introduces additional voice and video applications that could not be previously supported.  Applications such as VoIP and vehicular communications require low latency in order to provide high-quality service, which is now possible through WiMAX networks.  WiMAX is also complementary to Wi-Fi, and service providers could use WiMAX equipment to connect Wi-Fi hotspots in order to expand a network.  This significantly simplifies coordination of critical field operations necessary during an emergency crisis.
3.5.2
Disadvantages of WiMAX 
Although WiMAX is growing in popularity, a few limitations must be taken into account before initiating deployment.  Presently, the major drawback in the United States is the operating radio frequency (RF) spectrum that WiMAX has defined.  Fixed WiMAX is designed to operate on the 3.5 GHz band, which is currently licensed under the U.S. military, thus greatly limiting vendors in providing interoperable solutions.  This is the primary reason WiMAX has been thriving overseas and has taken time to become widely accepted in the United States.  Mobile WiMAX specifies additional operating frequencies in the 2.3 and 2.5 GHz bands, which increases spectrum availability, but users still face the issue of using licensed spectrum.  Vendors are working toward obtaining unlicensed spectrum (e.g., 2.4 GHz) as well, but controlling service quality is still a problem because other users operating on the same band can lead to interference (e.g., Wi-Fi) and cause a reduction in data throughput [3, 6].  Devices such as microwaves and cordless telephones cause interference as well because they operate on the same frequency bands.
One misconception associated with WiMAX is that it is a technology that will enable wireless communications at rates of 70 Mbps over 30 miles.  It is important to note that a tradeoff must be made between data rates and coverage range depending on the needs of a particular scenario.  LOS is required for long distance connections (e.g., 30 miles), and the data rate will decrease as the distance between base station and subscriber station increases [3, 15].  In addition, certain conditions, such as the terrain, weather, or other obstructions, can act to reduce the maximum range of the system.
Finally, WiMAX, particularly the mobile version, may face competition from IEEE 802.20 mobile broadband technology, which targets high-speed, wireless, IP-based connectivity to devices such as cellular telephones, laptops, and PDAs.  WiMAX and IEEE 802.20 are considered two different technology approaches that are targeted at distinct markets. IEEE 802.20, however, is still in the very early stages of standards development and is not considered a threat to the development of WiMAX.  Additionally, because IEEE 802.20 does not currently have broad industry support like the WiMAX Forum, interoperability in 802.20 is currently questionable and therefore much further away [2, 21].
3.6
Trends
This section explains 802.16 standard developments in progress, market vendor solutions, and current implementations of WiMAX technology.
3.6.1
802.16 Standards Development

Over the past few years, the 802.16 standard has undergone many changes to improve upon its wireless broadband capabilities.  The original 802.16 standard, published in April 2002, defined a MAC layer and several PHY layer specifications.  It was designed for fixed PMP wireless broadband systems operating in the licensed 10–66 GHz frequency range; however, it did not support NLOS applications.
The 802.16a amendment, updated in 2004 to 802.16-2004, extended the physical layer to the 2-11 GHz licensed and unlicensed spectrum range.  The amendment specified three different modulation techniques—single carrier, 256 OFDM, and OFDMA.  Because of OFDM’s ability to handle multipath signals and usage of lower frequencies, it is possible to perform wireless communications in NLOS environments [13, 14].  The December 2005 publication of the 802.16e amendment addressed mobility-enabling wireless access from various portable devices such as laptops and PDAs.

In addition, numerous amendments are currently under development to further enhance the WiMAX standard.  802.16f, an active amendment defined as Management Information Base, is intended to improve multi-hop functionality.  The 802.16g amendment, defined as Management Plane Procedures and Services, is also in progress and will address efficient handover and improved QoS.  Finally, four amendments are at the pre-draft stage, including 802.16h (Improved Coexistence Mechanisms for License-Exempt Operation), 802.16i (Mobile Management Information Base), 802.16j (Mobile Multi-hop Relay), and 802.16k (Bridging) [22].
3.6.2
Vendor Offerings

As recognition for WiMAX technology continues to grow, numerous manufacturers have jumped at the opportunity to develop solutions that will deliver high-speed wireless broadband services.  All new WiMAX products undergo conformance and interoperability testing by the WiMAX Forum to ensure that different vendor offerings work seamlessly with one another.  Those that pass testing earn a “WiMAX Forum Certified” designation that is displayed on all products.

Initially, various manufacturers provided proprietary “WiMAX-based” solutions without any intention of receiving certifications, in order to gain an early advantage in the market.  Other vendors developed “pre-WiMAX certified” equipment that would be tested by the WiMAX Forum at a later date, which would guarantee interoperability with other vendor products if certified.  The first wave of 802.16d certification took place in January 2006, and products that support fixed access are currently available.  Certification testing for 802.16e mobile WiMAX is scheduled to begin at the end of 2006, and products will be available to consumers in approximately one year [4].  
The first generation of WiMAX CPEs includes laptop-based subscriber units such as PCMCIA cards, as well as outdoor and indoor stations.  Eventually, portable devices, including laptops, PDAs, and telephones, will be embedded with WiMAX technology.
3.6.3
Ongoing WiMAX Implementations
Full-scale WiMAX deployments have not been carried out in the United States because WiMAX is a fairly new technology and the standard continues to evolve.  Although fixed WiMAX product certification started in early 2006, the technology is viewed with hesitation because of the limited 802.16-2004 equipment and the promise of mobile WiMAX.  In addition, WiMAX solutions are currently designed to operate over the licensed 3.5 GHz spectrum—the main reason WiMAX is experiencing more success internationally.  However, WiMAX’s potential in the U.S. broadband market is ever growing because of many service gaps that exist in many current terrestrial networks (e.g., remote and rural areas); thus, vendors have begun testing WiMAX technology by implementing trial demonstrations in various cities across the United States.
In June 2006, Airband Communications, a fixed wireless broadband provider, added an 11th pre-WiMAX base station to the wireless network in Phoenix, Arizona, extending the service to an additional 2,000 subscribers.  The area has been testing wireless broadband access technology for approximately 5 years and promises 100 percent uptime to customers.  In July 2006, Airband Communications widened its pre-WiMAX services by installing a base station in San Antonio, Texas, providing coverage to nearly 5,000 businesses surrounding the city’s medical center.  Eventually, the company intends to expand coverage to downtown and the airport [23].
IVI Communications considered its testing of a pre-WiMAX fixed wireless network in Boone, North Carolina, a success.  Completed in September 2006, the network provided broadband service, which resulted in doubling the number of customers and a drop in dial-up users by 60 percent.  Finally, in October 2006, Alcatel shipped its first mobile WiMAX base station equipment, which is in trials in at least 10 locations across the United States.  Working with BellSouth, Alcatel’s equipment supports fixed, nomadic, and mobile use [23].

4.0
Possible Scenarios and Deployment Approaches
Section 4.0 examines two wireless metropolitan area network (WMAN) deployment approaches determined, based on the given scenarios, to mitigate possible communications vulnerabilities or failures and improve rescue efforts by offering better communications resources.
4.1
Scenario and Deployment Approach # 1
This section describes a possible WMAN solution that would help coordinate law enforcement officials and emergency personnel monitoring a large-scale event such as the Super Bowl. 
4.1.1
Scenario #1
The National Football League’s Super Bowl XLI is scheduled to take place in Miami, Florida, on February 4, 2007, and the city expects the population in the area for the weekend to rise to approximately 450,000.  Many local bars and restaurants televise the game, and the community typically administers several activities for children.  In addition, a high-ranking Government Official, with escort from the Secret Service, will be attending.
The City of Miami decides that extra precautionary measures must be taken to ensure a safe environment for all participants, including the visiting Government Official.  It is necessary that Secret Service personnel, law enforcement officials, and emergency personnel coordinate effectively to prevent and mitigate any violent uprisings and activities.
To prevent a large number of medical cases, government officers realize that security and emergency personnel need to be provided with the appropriate technology capable of delivering critical information in a timely manner.  Because of the large crowds, many officials monitor the Super Bowl on foot or on bicycles; thus, the speed at which they receive information is very important.  It is necessary to equip first responders with a solution that will provide quick, flexible, and effective means of voice and video communications and information access to mitigate escalating circumstances to ensure the safety of the high-ranking Government Official and other fans.
4.1.2
Deployment Approach to Scenario #1

The situation described in Scenario #1 requires a solution that will provide quick and effective support to help security personnel supervise the Super Bowl efficiently and prevent any potential problems, as well as protect a visiting high-ranking Government Official.  The issues described previously require various communications capabilities, including voice, video, text messaging, and data access.  This section describes how WiMAX technology can be used to perform fast, high-quality wireless communications to ensure safety for all individuals during a planned large event.
In preparation for the Super Bowl, several media technicians decide to employ a WiMAX network to stream the game live on the Internet.  Learning of the capabilities of this new technology, Government representatives determine that WiMAX can be used to their advantage to provide better security using critical high-speed, wireless communications.  Technicians install a WiMAX tower capable of providing service for the entire City of Miami (45 square miles).  The tower operates on the 802.16e standard because mobility support is deemed a necessity in a large event area.  Fixed WiMAX-enabled surveillance cameras are mounted on top of streetlamps to continuously monitor key areas.  Additionally, WiMAX-enabled surveillance cameras are also installed in various Secret Service and law enforcement vehicles to provide mobile surveillance capabilities.  All first responder personnel are equipped with an all-in-one, WiMAX certified portable device capable of providing voice, video, and data services.  Lastly, a command center is set up in a nearby office environment with connectivity to all WiMAX-enabled surveillance capabilities to effectively monitor and coordinate any incident response activities.  
On Super Bowl Sunday, the festivities begin with thousands of fans traveling to the stadium area to participate in tailgate gatherings and various community-sponsored events and games.  Several police officers are stationed at different street corners, and fire and medical staff are on hand in case of any emergencies.  
WiMAX handheld devices are provided to various key security personnel, allowing for Internet access through connection to the WiMAX base station, which is wired to a network with a T1 line.  Therefore, users are updated periodically on all events in the area.  For example, the visiting Government Official was scheduled to hold a meet-and-greet session with several of the championship game’s stars, but the listed venue was changed at the last minute.  Security personnel assigned to watch over the event were instantly notified on their devices via e-mail or text messaging.  In addition, nearby WiMAX-enabled video cameras allowed trained security personnel at the command center to carefully survey areas where the Government Official had planned to visit.
In another incident, a group of teenagers was caught on video vandalizing multiple cars in the area.  The WiMAX surveillance camera transmitted the video in real time to laptops in police vehicles.  The authorities, whether on the move or stationary, received the video within seconds and managed to dispatch personnel to mitigate the vandalism, preventing additional damage.  Similarly, later that night, a small argument, started in a local bar, began to escalate outside involving a large number of people.  Once again, the fracas was caught on video, and the authorities were immediately alerted.  Because of the size of the commotion, backup was necessary and was called by using the VTC feature on the handheld devices.  Police officers on foot in the area were informed of the details and were properly prepared to respond and control the disturbance.  
Eventually, Super Bowl Sunday ended without any major incidents.  WiMAX enabled all emergency personnel within the area to stay connected, resulting in rapid response times to incident calls.  The high-speed and high-bandwidth qualities of WiMAX allowed for low latency support of various applications, greatly improving security.  The technology assisted the City of Miami to provide critical safety to a visiting Government Official and thousands of football fans through a seamless process.  Figure 2 illustrates the high-level deployment approach to a solution that can support voice and video communications as well as surveillance and monitoring applications. 
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Figure 2. High-Level Deployment Approach for Scenario 1 [8]
4.2
Scenario and Deployment Approach # 2
This section describes a possible WMAN solution that could be quickly deployed in response to a large hurricane that destroys typical methods of communications.
4.2.1
Scenario #2
A large hurricane strikes St. Petersburg, Florida, with great force, cutting off power to the entire city and knocking down many cellular and radio towers, various antennas located on tall buildings, and telephone lines.  The storm also causes flooding to the switch offices that route calls and overwhelms telephone lines, causing outages in the PSTN.  Remaining residents are unable to acquire further information about the storm because typical communications services have been rendered inoperable.  Thousands of city residents have become trapped as a result of coastal flooding and are in critical need of aid.  

The storm begins to calm, but it is uncertain for how long.  During this window of opportunity, NCS member agencies attempt to respond in a timely manner by installing two deployable wireless communication units that will act as small command centers, separated by a few miles within the city.  Each unit consists of land mobile radio (LMR) systems for voice communications between police and other first responders, and Wi-Fi service that enables VTC and data transfer capabilities for incident commanders.  The two systems would typically communicate with each other via satellite communications; however, because of overcast conditions, satellite communications are rendered useless, and a link cannot be established.  Consequently, coordinating officers are unable to effectively deliver critical instructions from across town, leading to extreme confusion and loss of valuable time.  A method to connect the two deployable communication units is necessary to coordinate emergency response in efforts to save the lives of many trapped individuals.

4.2.2
Deployment Approach to Scenario #2

Local NCS member agencies are given a prime opportunity to move in and coordinate rescue operations when the storm calms but because of the failure of communications between the two deployable units, their coordination of rescue efforts is drastically hindered.  Emergency relief workers are in desperate need of interoperable voice communications capabilities with commanding officers and other responders to receive instructions and to locate victims. 
Incident commanders immediately decide to use WiMAX technology as backhaul to establish a connection between the two wireless communications systems.  One WiMAX system (e.g., WiMAX radio and antenna) is installed on the seventh floor of a nearby office building, whereas the other WiMAX system is implemented in the field in downtown St. Petersburg.  In the office building, technicians quickly mount a WiMAX antenna outside the seventh floor window to create a LOS link with the second unit.  Although the two systems are approximately 3 miles apart, WiMAX technology still provides sufficient throughput to easily support low latency voice and video applications.  Once the systems are set up, disaster recovery personnel are then able to communicate with each other without disruptions and are able to access city maps via the Internet throughout St. Petersburg.  
Unfortunately, the hurricane has done more damage than expected, and the City of St. Petersburg does not have an adequate number of emergency personnel to conduct effective rescue efforts.  Incident commanders realize that backup is necessary to avoid a significant loss of human lives but are unable to communicate with other federal or state agencies.  Luckily, technicians quickly learn that the building in which the first deployable communication unit has been installed is used by a company that has an existing WiMAX commercial alternative backhaul network connecting the building to another branch located in Tampa, approximately 20 miles away.  Operators immediately connect the communication unit to the network and contact the neighboring branch requesting additional help.  The employees quickly notify emergency personnel within Tampa and extra assistance is dispatched.  
As a result of using WiMAX technology, the communication backhaul capabilities were beneficial in enabling emergency workers to locate survivors and provide quick assistance in cases where multiple responders were needed to free a trapped individual.  The ability to stay connected and communicate with various relief agencies was key in preventing a rise in the number of casualties.  Figure 3 illustrates the high-level deployment approach to a solution that can support voice emergency backhaul communications.
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Figure 3. High-Level Deployment Approach for Scenario 2 [8]
5.0
Recommendations
The Federal Response Plan anticipates a variety of different emergency situations, requiring a wide range of communications capabilities.  Common applications helpful during crisis situations include voice, video, text, and data services.  Whatever the need, the NCS and other response elements can leverage WiMAX to provide temporary or backup communications in support of these applications while in the field to successfully complete critical missions and operations.  

In certain emergency situations, WiMAX technology should be selected if high-speed communications applications are required over long ranges.  WiMAX is designed for MANs because it uses OFDM technology, and is an alternative to DSL and cable to fill service gaps in remote and rural areas.  WiMAX also provides service to more users than other wireless technologies with less equipment, and the high data rates allow support of low latency applications, including VoIP and video conferencing.  
If mobility is highly desired, then the mobile WiMAX (802.16e) version should be deployed.  Mobile WiMAX will allow users to access broadband Internet and conduct voice and video communications anywhere within a coverage area without any service interruptions.  These capabilities make WiMAX the optimal solution for communications needs during large-scale disaster events requiring the coordination of several agencies and personnel.
Finally, WiMAX should be implemented for backhaul or enterprise networking applications.  WiMAX technology can support Wi-Fi backhaul and cellular backhaul, resulting in reduced costs compared with conventional wired backhaul methods.  In addition, offices and agencies can be linked to one another with WiMAX, further extending the wireless network.
6.0
Next Steps

WiMAX technology can be incorporated into numerous equipment items, with each capable of supporting various applications depending on the level of technology installed.  Before deploying a WiMAX wireless network, NCS member agencies must perform specific assessments to determine which WiMAX solution will best meet mission and operation needs in times of crisis or emergency. 

Initially, member agencies must analyze and assess their operating environment to understand their mission requirements.  For example, requirements may vary depending on the size and location of an emergency or other events.  Based on the needs, relief agencies must determine where traditional communications systems create gaps and work toward determining enhanced solutions necessary to conduct rescue efforts and missions more efficiently and effectively.  Once all requirements and essential capabilities are defined, NCS member agencies will be able to better select and implement an appropriate WiMAX solution that will simplify emergency, incident, and tactical response situations, leading to improved safety for all citizens.  
The benefits of WiMAX networks, including mobility and greater flexibility in communications, make WiMAX an attractive alternative to serve as a reliable backup communications system for current networks, as well as an easily deployable communications solution in disaster response scenarios.  It is important to note that while many available solutions are WiMAX-based, not all solutions are WiMAX certified.  This can lead to interoperability issues between products of different WiMAX equipment manufacturers.  However, with continued developments in the WiMAX standards, these interoperability concerns can be minimized by incorporation of requirements that ensure WiMAX technology compliance and certification.  Additionally, with proper research and engineering, the deployment of WiMAX networks can allow federal departments and supporting agencies to be fully prepared to handle any emergency communications needs.

Appendix A: Media Access Control and Physical Layers
The 802.16 media access control (MAC) layer, which is primarily responsible for efficiently managing the resources of the airlink between a base station and subscriber station, is designed for point to multipoint (PMP) broadband wireless access.  The MAC layer provides algorithms for allocating required bandwidth, associating traffic parameters, and transporting and routing data to the appropriate sublayer.  In addition to bandwidth allocation and data transport, the MAC layer has a privacy sublayer that offers access and connection establishment authentication to avoid service theft and supports encryption and key exchange to ensure data privacy and confidentiality [14].  

One major difference between WiMAX and Wi-Fi is in the method for allowing users into the network.  In Wi-Fi, the MAC layer uses contention access with mechanisms such as Carrier Sense Multiple Access with Collision Avoidance (CSMA/CA) or Carrier Sense Multiple Access with Collision Detection (CSMA/CD).  All users in wireless local area networks (WLAN) employing these mechanisms essentially compete for a wireless access point’s (AP) attention on a random interrupt basis.  In cases where there are fewer than 10 users per AP, occasional packet collisions may occur requiring retransmissions, but the resulting overhead does not waste a significant amount of bandwidth.  However, when the number of users rises into the hundreds, the increased number of collisions and retransmissions can result in noticeable delays, which negatively affect streaming-media services such as voice and video applications [11].
In contrast, WiMAX avoids such issues by using a grant-request mechanism, in which the user only competes once for initial entry into the network.  The base station evaluates the subscriber station’s request in the context of the subscriber’s service-level agreement and allocates an uplink slot in which the user can transmit data.  This time slot can enlarge and contract, but remains assigned to the subscriber station, prohibiting other clients from using it.  In addition, the base station controls quality of service (QoS) parameters by balancing the time-slot assignments among the application needs of the subscriber stations [11, 13].

As amendments to the original 802.16 standard were introduced, the MAC layer was enhanced to accommodate different physical (PHY) layers and services, which address the needs of different environments.  The 802.16 PHY layer was defined to support a wide range of frequencies spanning 2–66 gigahertz (GHz).  WiMAX technology has become very attractive with its ability to support long-range wireless communications applications in NLOS environments at relatively high data rates, made possible through the use of Orthogonal Frequency Division Multiplexing (OFDM) and Orthogonal Frequency Division Multiple Access (OFDMA) technologies [14].

OFDM is based on frequency division multiplexing (FDM), which uses multiple frequencies to simultaneously transmit multiple signals in parallel across a wired or wireless medium.  The frequency spectrum is divided into several subcarriers (also referred to as sub-channels), in which each signal is transmitted over one subcarrier by modulating the subcarrier with a standard modulation technique (e.g., phase-shift keying [PSK], quadrature amplitude modulation [QAM]).  The signal is then demodulated at the receiver, using filters to separate the individual carriers [14]. 

WiMAX supports multiple modulation schemes, including binary phase-shift keying (BPSK), quadrature phase-shift keying (QPSK), 16-QAM, and 64-QAM.  Each modulation scheme chosen is directly related to distance and is used according to the signal-to-noise (SNR) ratio within the radio link.  If an acceptable SNR is attained, the system can use the highest throughput modulation (64-QAM), and appropriately switch to lower modulation schemes as the SNR decreases [13].  This technique is referred to as adaptive modulation.

OFDM is more spectrally efficient than FDM because it uses frequencies that are orthogonal, thereby allowing the spectrum of the sub-channels to overlap one another without interference, thus greatly improving the use of available bandwidth.  OFDM is also designed to accommodate either Time Division Duplexing (TDD) or Frequency Division Duplexing (FDD) deployments, allowing for both full- and half-duplex terminals in the FDD case.  TDD is a technique in which the system transmits and receives within the same channel, assigning time slots for transmit and receive mode, whereas FDD requires two separate channels [13].

OFDMA simply extends OFDM technology to multiple users by assigning some of the sub-channels to different users.  One notable difference is that OFDMA supports sub-channelization in both the uplink and downlink, whereas sub-channelization is only defined in the uplink for OFDM.  In addition, the concept of scalable OFDMA (SOFDMA) was introduced with the ratification of the 802.16e amendment.  SOFDMA enables bandwidth sizes to vary, ranging from 1.25 and 20 megahertz (MHz) for NLOS operations.  WiMAX has a spectral efficiency of 5 bits per second (bps)/Hertz (Hz), and depending on the application need, selecting an appropriate channel size can improve data rate throughput to transport wireless services effectively with more efficient use of bandwidth [12].

Currently, the 802.16d amendment for fixed broadband wireless access (BWA) supports three PHY modes, including single carrier, OFDM 256 Fast Fourier Transform (FFT), and OFDMA 2048 FFT.  The 802.16e specification for mobile BWA supports additional modes, including SOFDMA 1024 FFT, SOFDMA 512 FFT, and SOFDMA 128 FFT [13].  These modes are responsible for the high-quality capabilities that WiMAX intends to offer.

Appendix B: WiMAX Technical Features
Table B-1 provides a summary of WiMAX’s technical features as described in this section.
Table B-1.  Summary of WiMAX’s Technical Features [2, 4, 6, 16, 20]
	Technical Feature
	Primary WiMAX Technology

	
	802.16-2004
	802.16e

	Security 
	DES, AES
	DES, AES

	Frequency Band/

Channel Modulation
	< 11 GHz

OFDM (256 subcarriers), 64 QAM, 16 QAM, QPSK
	< 6 GHz 

SOFDMA/OFDMA (128-2048), QPSK, 16QAM, 64QAM

	Range and Coverage 

(commonly advertised)
	3–5 miles; Maximum range 30 miles based on tower height, antenna gain, transmit power, LOS versus NLOS, etc.
	1–3 miles 

	Data Rate 

(commonly advertised)
	Up to ~30 Mbps at 10 MHz TDD
	Up to ~30 Mbps at 10 MHz TDD

	Quality of Service (QoS) 
	Defined service flows and service classes with bandwidth request and grant mechanisms
	Defined service flows and service classes with bandwidth request and grant mechanisms

	Mobility
	Fixed
	Nomadic, regional roaming, mobile

	Channel Bandwidths
	Selectable channel bandwidths between 1.25 and 20 MHz with up to 16 logical sub-channels
	Selectable channel bandwidths between 1.25 and 20 MHz with up to 16 logical sub-channels


B.1 
Security

The privacy capabilities of 802.16 are based largely on the Private Key Management (PKM) protocol that is inherent in the Data-Over-Cable Service Interface Specification (DOCSIS) and Baseline Privacy Interface Plus (BPI+) specification.  PKM is based on a series of Security Associations (SA), which are cryptographic techniques and associated keys.  During the initialization, the subscriber station uses at least one SA, and each connection (except for the basic and primary management connections) is either dynamically mapped or mapped at start-up.
PKM relies on X.509 digital certificates and RSA public key encryption for authentication and authorization [9].  Traffic is encrypted by using a 56-bit (or greater) Data Encryption Standard (DES), and keys are exchanged using Triple DES (3DES).  The PKM protocol messages are authenticated with the Hashed Message Authentication Code (HMAC) protocol, using secure Hashing Algorithm (SHA-1).  Message authentication, when required, relies on the PKM protocol.
The features provided for Mobile WiMAX security include Extensible Authentication Protocol (EAP) based authentication, Advanced Encryption Standard-Change Configuration Management (AES-CCM) based authenticated encryption, and Cipher-based Message Authentication Code (CMAC) and HMAC-based control message protection schemes.  User credentialing mechanisms include Subscriber Identity Module/Universal Subscriber Identity Module (SIM/USIM) cards, Smart Cards, Digital Certificates, and Username/Password schemes based on the relevant EAP methods for the credential type.  Support exists for mutual device/user authentication, flexible key management protocol, strong traffic encryption, control and management plane message protection, and security protocol optimizations for fast handovers [16].
PKM Version 2 (PKMv2) is the basis of Mobile WiMAX security as defined in 802.16e.  This protocol manages the Media Access Control (MAC) security using PKM-request/response (REQ/RSP) messages.  PKM EAP authentication, Traffic Encryption Control, Handover Key Exchange, and Multicast/Broadcast security messages are all defined in this protocol.  Mobile WiMAX supports Device and User Authentication using Internet Engineering Task Force (IETF) EAP protocol by providing support for credentials that are SIM/USIM-based, or Digital Certificate or Username/Password-based.  Corresponding EAP-SIM, EAP-Authentication and Key Agreement (AKA), EAP-Transport Layer Security (TLS), or EAP-Microsoft Challenge Handshake Authentication Protocol Version 2 (MSCHAPv2) authentication methods are supported through the EAP protocol.  Key deriving methods are the only EAP methods supported [2, 4].

To support traffic encryption, AES-CCM is used as the cipher mechanism for protecting all the user data over the Mobile WiMAX MAC interface. The keys used for driving the cipher are generated from the EAP authentication. A Traffic Encryption State machine that has a periodic key refresh mechanism enables sustained transition of keys to further improve protection.  Control data is protected using AES-based CMAC, or Message Digest 5 (MD5) based HMAC schemes.
To support fast handover in WiMAX, a three-way handshake scheme is used to optimize the re-authentication mechanisms. This mechanism is also useful to prevent any man-in-the-middle attacks [2, 4].

B.2 
Frequencies and Channels

One important feature that characterizes WiMAX technology is the flexible channel size capability. The 802.16-2004 and 802.16e WiMAX standards specify a frequency spectrum spanning 2–66 gigahertz (GHz).  The higher frequencies are used for high-bandwidth, line-of-sight (LOS) applications, whereas the 2–11 GHz band is more suitable for long-range multipoint, non line-of-sight (NLOS) wireless services.  Being able to work in multiple ranges maximizes the technology’s ability to transmit over the frequencies that will avoid interfering with other wireless applications.  This flexibility allows providers to use different frequencies depending on the range and speed required for a specific transmission.

As a result, multiple frequency bands have been considered for WiMAX systems.  The WiMAX Forum has focused initial profiling on the 3.5 GHz licensed band and the 5 GHz upper Unlicensed National Information Infrastructure (U-NII) band for fixed access, and the licensed 2.5 GHz Multichannel Multipoint Distribution Service (MMDS) band for mobile access.  The 3.5 GHz band represents the largest global broadband wireless access (BWA) market, covering 300 megahertz (MHz) of bandwidth, but is currently unavailable in the United States.  The upper 5 GHz band is 100 kilohertz (kHz) wide, and future profiles intend to use the lower and middle bands.  The MMDS spectrum includes 31 channels of 6 MHz spacing in the 2.5 GHz band.  Interest has also been shown in the United States in the 2.3 GHz Wireless Communications Service (WCS) band and the 4.9 GHz public safety band [4].  Table B-2 lists the frequency channels supported by the various WiMAX standards.  
Table B-2.  WiMAX Standards—Frequency Channels [4]
	WiMAX Standard
	802.16-2004
	802.16e

	Transmit Frequency
	< 11 GHz

OFDM (256 subcarriers), 64 QAM, 16 QAM, QPSK
	< 6 GHz 

SOFDMA/OFDMA (128-2048), QPSK, 16QAM, 64QAM


B.3 
Range and Coverage
Just as Ethernet cabling is typically limited by the various length of cable types, wireless networks cannot emit radio signals to infinite ranges.  Many factors affect the true distance at which radio frequency (RF) signals can be transmitted and actual speeds for data on that signal.  Products often list a wireless range that cannot be realized in true environments because the estimated range assumes ideal conditions (e.g., no weather interference, no multipath).  Depending on environmental conditions, the range of wireless service can fluctuate with obstructions from various objects, such as buildings, walls, and cluttered metal infrastructures.

Range and coverage are important considerations for wireless network implementations.  WiMAX technology further improves upon range compared with prior wireless technologies by transmitting signals over lower frequency bands and taking advantage of OFDM technology, which tolerates greater multipath delay spreads.  This results in typical wireless access footprint cells of 4–6 miles, and possible LOS coverage up to 30 miles from a single WiMAX base station, providing users with additional flexibility when performing mobile wireless communications [3].  Table B-3 lists coverage ranges supported by the various Wi-Fi standards.
Table B-3.  WiMAX Standards—Coverage Range [4]
	WiMAX Standard
	802.16-2004
	802.16e

	Range of Service
	3–5 miles; Maximum range 30 miles based on tower height, antenna gain, transmit power, LOS versus NLOS, etc.
	1–3 miles 


B.4 
Data Rate 

Typically, the data throughput performance of wireless systems will depend on the range of coverage and utilization of wireless network resources.  Wireless devices can provide expected throughput rates when operating within the designated coverage ranges of a WiMAX base station.  Data throughput will decrease as a wireless device moves farther from a WiMAX tower, as more wireless users use a particular a tower, or when high-use bandwidth applications are being performed.  
The inclusion of multiple-input, multiple-output (MIMO) antenna techniques, flexible sub-channelization schemes, and advanced coding and modulation methods also help enhance data throughput rates.  The fixed WiMAX technology is expected to provide data rates of 40 megabits per second (Mbps), with the possibility of peaking at 70 Mbps under LOS conditions over short distances.  Though Mobile WiMAX is designed to offer slightly lower speeds of about 15 Mbps, Mobile WiMAX’s data rate performance is sufficient to support many low latency applications, such as voice and video services [16, 17]. Table B-4 lists the data rates supported by the various WiMAX standards.
Table B-4.  WiMAX Standards—Data Rates [4]
	WiMAX Standard
	802.16-2004
	802.16e

	Data Rates
	Up to ~30 Mbps at 10 MHz TDD
	Up to ~30 Mbps at 10 MHz TDD


B.5
Quality of Service
Quality of Service (QoS) is an ability of a network element (e.g., an application, a host, or a router) to provide some level of assurance for consistent network data delivery.  

The core of the Institute of Electrical and Electronics Engineers (IEEE) 802.16 MAC architecture is QoS.  It is a grant-request based mechanism that defines service flows to enable end-to-end Internet Protocol (IP) based QoS.  In the Mobile WiMAX MAC layer, QoS is provided via service flows.  This is a unidirectional flow of packets that is provided with a particular set of QoS parameters.  Before providing a certain type of data service, the base station and user-terminal first establish a unidirectional logical link between the peer MACs called a connection.  The outbound MAC then associates packets traversing the MAC interface into a service flow to be delivered over the connection.  The QoS parameters associated with the service flow define the transmission ordering and scheduling on the air interface.  The connection-oriented QoS, therefore, can provide accurate control over the air interface.  Because the air interface is usually the bottleneck, the connection-oriented QoS can effectively enable the end-to-end QoS control.  The service flow parameters can be dynamically managed through MAC messages to accommodate the dynamic service demand.  The service flow based QoS mechanism applies to both downlink and uplink to provide improved QoS in both directions.  Additionally, sub-channelization and MAC-based signaling schemes provide a flexible mechanism for optimal scheduling of space, frequency, and time resources over the air interface on a frame-by-frame basis.  WiMAX supports a wide range of data services and applications with varied QoS requirements. These services and applications are summarized in Table B-5.
Table B-5: WiMAX QoS Features [16, 17]
	QoS Category
	Applications
	QoS Specifications

	Unsolicited Grant Service (UGS)
	Voice over Internet Protocol (VoIP)
	· Maximum Sustained Rate
· Maximum Latency Tolerance

· Jitter Tolerance

	Real-Time Polling Service (rtPS)
	Streaming Audio or Video
	· Minimum Reserved Rate
· Maximum Sustained Rate

· Maximum Latency Tolerance

· Traffic Priority

	Extended Real-Time Polling Service (ErtPS)
	Voice with Activity Detection (VoD)
	· Minimum Reserved Rate
· Maximum Sustained Rate

· Maximum Latency Tolerance

· Jitter Tolerance

· Traffic Priority

	Non-Real-Time Polling Service (nrtPS)
	File Transfer Protocol (FTP)
	· Minimum Reserved Rate
· Maximum Sustained Rate

· Traffic Priority

	Best-Effort Service (BE)
	Data Transfer, Web Browsing, etc.
	· Maximum Sustained Rate
· Traffic Priority


B.6
Scalability
Fixed WiMAX allows for flexibility in the use of available spectrum, where the MAC layer is scalable and independent of channel bandwidth, to accommodate thousands of wireless users [24].  WiMAX is highly scalable because of the ease of adding transmission channels in order to use bandwidth more efficiently as necessary.  
Despite an increasingly globalized economy, spectrum resources for wireless broadband worldwide are still quite disparate in its allocations.  Mobile WiMAX technology, therefore, is designed to be able to scale to work in different channelizations from 1.25 to 20 MHz to comply with varied worldwide requirements as efforts proceed to achieve spectrum harmonization in the longer term. This also allows diverse economies to realize the multi-faceted benefits of the Mobile WiMAX technology for their specific geographic needs such as providing affordable Internet access in rural settings or enhancing the capacity of mobile broadband access in metropolitan and suburban areas.

B.7
Compatibility
Another factor that affects scalability is compatibility, which is a two-pronged consideration: compatibility of wireless devices with one another and compatibility with other wireless technologies.

Because WiMAX technology is a standard created by the IEEE and marketed by the WiMAX Forum, product manufacturers are starting to develop solutions that are commonly interoperable with one another.  Presently, 802.16-2004 certified equipment is available, and different vendor solutions based on the standard are interoperable.  However, when mobile WiMAX devices based on the 802.16e standard are released in 2007, interoperability with current solutions will be an issue because of 802.16e’s incompatibility with 802.16-2004.  In addition, WiMAX is not compatible with other wireless technologies such as 802.11 (Wi-Fi).

B.8
Cost 

WiMAX is a fairly new technology, and initial prices for WiMAX hardware are quite high, costing nearly $10,000 for base stations and $500 for subscriber stations.  Nevertheless, as certification for WiMAX solutions continues to increase in order to improve interoperability, competition between vendors should drive prices downward and make products more affordable.  WiMAX solutions can also be more cost effective when compared with traditional wireless voice communications technologies (e.g., cellular, land mobile radio, satellite).  WiMAX solutions and their costs are differentiated depending on type of use, such as for residential (e.g., homes, small business) or at the enterprise-level (e.g., corporate use, military and law enforcement deployments).  WiMAX product offerings at the enterprise level may cost more than those for residential use because of the need to support extensive capabilities (e.g., security, QoS, scalability).

WiMAX technology can deliver high performance, while reducing cost because of its ease of implementation, decreased need for cabling over long distances, scalability to accommodate an increased user population, and flexibility to support various applications without typical wired network complexities (e.g., reconfiguration, tower licensing, limited vendor product offerings). 

Appendix C: Acronyms

	3DES
	Triple Data Encryption Standard

	AES
	Advanced Encryption Standard

	AKA
	Authentication and Key Agreement

	AP
	Access Point

	BE
	Best Effort

	BPI+
	Baseline Privacy Interface Plus

	bps
	Bits per Second

	BPSK
	Binary Phase Shift Keying

	BWA
	Broadband Wireless Access

	CCM
	Change Configuration Management

	CMAC
	Cipher-based Message Authentication Code

	CPE
	Customer Premise Equipment

	CSMA/CA
	Carrier Sense Multiple Access / Collision Avoidance

	CSMA/CD
	Carrier Sense Multiple Access / Collision Detection

	DES
	Data Encryption Standard

	DOCSIS
	Data-Over-Cable Service Interface Specification

	DSCP
	Differentiated Services Code Point

	DSL
	Digital Subscriber Line

	EAP
	Extensible Authentication Protocol

	ErtPS
	Extended Real-Time Polling Service

	ESF
	Emergency Support Function

	ETSI
	European Telecommunications Standards Institute

	FDD
	Frequency Division Duplexing

	FDM
	Frequency Division Multiplexing

	FFT
	Fast Fourier Transform

	FTP
	File Transfer Protocol

	GHz
	Gigahertz

	HMAC
	Hashed Message Authentication Code

	Hz
	Hertz

	IEEE
	Institute of Electrical and Electronic Engineers

	IETF
	Internet Engineering Task Force

	IP
	Internet Protocol

	IPTV
	Internet Protocol Television

	ISDN
	Integrated Services Digital Network 

	ISP
	Internet Service Provider

	kHz
	Kilohertz

	LAN
	Local Area Network

	LMDS
	Local Multipoint Distribution System

	LMR
	Land Mobile Radio

	LOS
	Line-of-Sight

	MAC
	Media Access Control

	MAN
	Metropolitan Area Network

	Mbps
	Megabits per second

	MD5
	Message Digest 5

	MHz
	Megahertz

	MIMO
	Multiple Input, Multiple Output

	MMDS
	Multichannel Multipoint Distribution System

	MPEG
	Motion Picture Experts Group

	MPLS
	Multi-Protocol Label Switching

	MSCHAPv2
	Microsoft Challenge Handshake Authentication Protocol Version 2

	NCS
	National Communication System

	NLOS
	Non-Line-of-Sight

	nrtPS
	Non-Real-Time Polling Service

	NS/EP
	National Security/Emergency Preparedness

	NSC
	National Security Council

	OFDM
	Orthogonal Frequency Division Multiplexing

	OFDMA
	Orthogonal Frequency Division Multiple Access

	P2P
	Point-to-Point

	PAM
	Pulse Amplitude Modulation

	PCM
	Pulse Code Modulation

	PCMCIA
	Personal Computer Memory Card International Association

	PDA
	Personal Digital Assistant

	PHY
	Physical Layer

	PKM
	Private Key Management

	PMP
	Point-to-Multipoint

	PSK
	Phase Shift Keying

	PSTN
	Public Switched Telephone Network

	QAM
	Quadrature Amplitude Modulation

	QoS
	Quality of Service

	QPSK
	Quadrature Phase Shift Keying

	REQ/RSP
	Request/Response

	RDP
	Route Diversity Project

	RF
	Radio Frequency

	RSA
	RSA Security Company

	rtPS
	Real-Time Polling Service

	SA
	Security Association

	SHA
	Secure Hashing Algorithm

	SIM
	Subscriber Identity Module

	SNR
	Signal to Noise Ratio

	SOFDMA
	Scalable Orthogonal Frequency Division Multiple Access

	TDD
	Time Division Duplexing

	TLS
	Transport Layer Security

	UAV
	Unmanned Aerial Vehicle

	UGS
	Unsolicited Grant Service

	U-NII
	Unlicensed National Information Infrastructure

	USIM
	Universal Subscriber Identity Module

	VoD
	Video on Demand

	VoIP
	Voice over Internet Protocol

	VTC
	Video Teleconferencing

	WCS
	Wireless Communications Service

	Wi-Fi
	Wireless Fidelity

	WiMAX
	Worldwide Interoperability of Microwave Access

	WLAN
	Wireless Local Area Network

	WMAN
	Wireless Metropolitan Area Network
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