10-step Guide to Assure "last-mile" Communications
There are ten simple steps that government agencies can follow to plan and analyze local access route diversity to overcome or prevent communications outages, as follows:
1. Understand Route Diversity
The first and most important step in achieving route diversity is to understand the concept. Route diversity is communications routing between two points over more than one geographic or physical path with no common points. For example, route diversity between an agency facility and a Central Office (CO) would include physically separate points of entry or exit at the agency facility, two physically separate cabling paths to the CO, and physically separate points of entry or exit into the CO (see Example 1 in the figure below). Although the definition of route diversity does not include a standard for a separation distance, actual implementation of route diversity suggests the greater the distance of separation, the greater the benefit. For example, if the separate points of entry are close to each other, route diversity still exists (see Example 2 below); however, this may not be an optimum implementation of route diversity. 



2. Identify the Current Network Implementation within Agency Control 
The second step is to research how communications systems are implemented at a given facility and to identify the physical infrastructure. This research includes an inventory of on-site communications equipment, entry and exit points of the building, and key distribution points immediately outside the facility.

Personnel familiar with an agency’s voice and data communications can likely provide data associated with both government-owned and carrier-owned communications equipment that is most often located in communications closets, centralized data centers, or other storage locations within the building. Agency personnel may also be able to pinpoint the specific communications entry and exit points of the building as well as demarcation points, which are typically located in a telephone closet and are where carrier equipment hands off service to the agency’s equipment. A visual inspection of the area immediately outside of a facility is often adequate to detect communications distribution points. 
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3. Interface with Carriers
Identifying and interfacing with voice and data carriers is an important step in understanding an agency’s communications networks. For example, agencies may have procured unique service terms with communications providers in the form of Service Level Agreements (SLA) based on specific requirements, including availability and incident response times. All SLAs should be collected and included in the communications infrastructure knowledge base. 

In addition to information contained in SLAs, carriers are the most valuable and accurate source of information regarding the physical connectivity and locational intelligence regarding the agency’s network. Combining information from all the carriers, an agency should be able to create a physical topology by determining key information such as the number lines (as opposed to the number of circuits) serving the agency, the redundancy of these lines, and the terminating location of the lines, such as a central office (CO) or point of presence (POP). To verify this data, the agency can periodically request validation, as carriers often “groom” circuits to balance network traffic. 

Carriers are often reluctant to divulge such information because they fear the exposed plans could pose a vulnerability to the safety of their networks. A good practice to alleviate a carrier’s fears when requesting information is to have the following: (1)  a letter outlining the intent of the data’s use and listing individuals that will have access, (2)  a non-disclosure agreement (NDA) signed by those granted access to the data, (3)  a documented procedure for use, storage, and access of information for anyone granted access and (4) a policy of the return of information should it be deemed necessary by the carrier (items 3 and 4 may or may not be included in the NDA). 
4. Check for Shared Facilities and Communications Links Among Service Providers
Agencies sometimes contract with multiple communications carriers in an attempt to ensure route diversity in "last-mile" circuits; however, contracting with multiple carriers does not guarantee diversity. Oftentimes one carrier will lease lines from another carrier’s infrastructure rather than installing their own fiber lines – meaning that an agency is charged for service from both carriers but only using one path. Accurate carrier information on the locations and routes of communications service pathways outside of the facility’s campus is essential. Information should also be collected to determine how each carrier handles routing within their network because separate communications services may converge onto single network devices in common locations, which would result in a non-route diverse path. The NCS has methodologies, tools, and experience that can assist in determining shared paths and facilities in a multiple service provider environment. 
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5. Evaluate the Need for Backup Systems
Once agencies resolve their existing asset inventory and current infrastructure configuration, they can determine if existing connections are sufficient to meet diversity requirements. If not, a typical solution is the use of backup systems that, whether operational (hot standby) or non-operational (cold standby), may drastically increase the diversity of local access. 

Circuit redundancy provides alternate communications links from the agency facility to the carrier’s network. Diversity will be achieved if redundant links are configured to reside along separate pathways, terminate at separate carrier locations, or both. Secondary circuits can be used as standbys, inactive circuits or dark fiber, or as operational links providing existing services. These connections may consist of alternative technologies such as optical beams, microwave, radio frequency, or satellite.  
Backups for or built into PBX systems, access routers, multiplexers, patch panels, etc., increase the survivability of the overall communications connections by reducing recovery time from days to minutes or hours. Aside from the communications assets themselves, redundancy can also be implemented in support systems such as the electric power supply system. Battery backups and local generators ensure the survivability of communications during intermittent power surges, loss of power, or extended blackouts.
6. Seek Partner Agencies and Campuses
Agencies located in close proximity to one another hold an advantage over others because they have the ability to partner together to share costs and explore new ways to achieve route diversity. If in close enough proximity, backup wireless systems can connect the facilities and the two agencies then essentially become a campus. Each agency can have one service provider and still achieve route diversity, as long as each agency uses separate carriers with separate serving central offices. Cost for the equipment can also be split across the two agencies and result in savings despite the need to buy extra bandwidth to support the added load. 
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7. Check for Enrollment and Eligibility for NCS Priority Services
Many agencies are members of priority service programs for communications recovery and emergency response. The NCS provides several priority service programs for agencies and private entities in critical sectors to ensure the survivability and recovery of their communications infrastructure.  For more information on these programs, please see “Services” on the www.ncs.gov website. 
8. Continue Practicing Due Diligence
A change or upgrade to carrier voice and data networks may not be directly noticed or broadcasted. Also, as a result of continuously improving efficiency, carriers often groom traffic for best overall efficiency. Because of these factors, annual or more frequent reevaluations are recommended.

In addition to keeping updated with carriers, agencies should continue to collect internal information on a regular basis. An ideal practice would be to have at least one member from related departments in the agency meet at least quarterly to update communications-related information.
9. Stay Up-to-Date with Alternate and Emerging Technologies
In addition to purchasing secondary services from a telecommunications carrier, or purchasing services from multiple telecommunications carriers, agency facilities should also consider using carriers that deploy alternative transmission mediums for their communications services. Free-space optics (FSO), WiMax, and satellite communications are three wireless technologies that provide not just redundant communications pathways, but also pathways which have vulnerabilities differing from those common among traditional lines. 

FSO systems can provide a redundant, route-diverse communications link when traditional local wireline facilities are rendered inoperable. FSO is a point-to-point wireless transmission technology that transmits digital signals via lasers capable of transporting voice, video, and data traffic at a capacity of up to 2.5 gigabits per second (Gbps). It requires a clear line-of-sight between transmitter and receiver at regional weather-dependant deployable distances; however, the ease of deployment, low component costs, and high bandwidth have made FSO a viable alternative for applications requiring high bandwidth over short distances.  

Worldwide Interoperability for Microwave Access (WiMax) is the wireless communications standard IEEE 802.16. WiMax systems are point-to-point and point-to-multipoint wireless networks that allow the transmission of data at various frequencies, licensed or unlicensed. WiMax connections can support data traffic at a capacity of 75 megabits per second (Mbps) at 20 MHz and 15-18 Mbps at 5 MHz. As a radio frequency (RF) technology, WiMax systems do not require a line-of-sight. Transmitters and receiver can operate at distances from 5 kilometers in urban areas to 20 kilometers in rural areas. Carriers are still testing WiMax and have not yet fully deployed these systems.

Satellite communications (SATCOM) are also a viable alternative to traditional wireline connections. Low earth orbit (LEO) satellites provide the global communications network with voice applications and limited data functions. Geosynchronous (GEO) satellites, though primarily used for data connections, can also provide voice connectivity using VoIP. Satellites traditionally connect with terrestrial networks through earth stations; in addition, satellite communications technologies are available that completely bypass traditional wireline connections and networks.

Technologies are constantly maturing and emerging in the marketplace. The NCS can provide guidance on current and future developments and has several completed evaluations of emerging technologies. 
10. Employ NCS Tools, Methodologies, and Experience; send email to routediversity@dhs.gov.
